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Rationale
The students who attend Huntingdon House School have special educational needs.  Statement diagnosis linked to complex learning difficulties range from Autism to Attachment Disorders.  All students have relationship difficulties which are reflected in a lack of trust, sometimes ineffective and inappropriate relationships with others.  In consequence, our students are particularly susceptible to forms of cyber bullying, abuse and social media that can lead to exploitation. 

Therefore, Huntingdon House School does not allow students unsupervised access to the internet and free ‘surf’ times are limited to weekly timetabled sessions supervised by a member of staff, most usually of no more 45-60 mins per week.  Computers and the internet are integrated within many subject lessons and students have no limit on their access to these when part of a structured, taught lesson. All interactions are protected through the filtering and monitoring software. 
Introduction

ICT in the 21st Century is seen as an essential resource to support learning and teaching, as well as playing an important role in the everyday lives of children, young people and adults.  Consequently, schools need to build in the use of these technologies in order to equip our young people with the skills to access life-long learning and employment.

Information and Communications Technology covers a wide range of resources including; web-based and mobile learning.  It is also important to recognise the constant and fast paced evolution of ICT within our society as a whole.  Currently the Internet technologies students may have access to both inside and outside of the classroom include:
· Websites

· Email and Instant Messaging 

· Social Media
· Blogs and Wikis

· Podcasting (Audio Sharing)

· Video Sharing

· Music Sharing / Downloading

· Gaming

· Mobile / Smart phones with functionality including: text, video, web, audio, music, global positioning (GPS) 

· Other mobile devices with similar functionality (tablets, laptops, gaming devices)

Not all of these are deemed appropriate for use by our students who have special educational needs, so staff are selective with careful reference to each student’s personal context, needs and risk assessment.

Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly web-based resources, are not consistently policed.  All users need to be aware of the range of risks associated with the use of these Internet technologies.

Ensuring that students are aware of the risks associated with the use of technologies, and can adopt safer behaviours, is vital in safeguarding them against cyber-bullying and grooming.

At Huntingdon House School, we understand the responsibility to educate our students on Online Safety issues; teaching them the appropriate behaviours and critical thinking skills to enable them to remain both safe and legal when using the Internet and related technologies, in and beyond the context of the classroom.

This policy relates to both fixed and mobile Internet technologies provided by the school, and technologies owned by students, parents/ carers and staff, but brought onto school premises.
The 4 Cs of online safety

An important step to improve online safety at the school is to identify what the potential risks might be. KCSIE groups online safety risks into four areas: content, contact, conduct and commerce/contract. These are known as the 4C’s of online safety.
Content is anything posted online - it might be words or it could be images and video. Children and young people may see illegal, inappropriate or harmful content when online. This includes things like

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation and extremism. KCSIE 2025 further extended this to include Misinformation. Disinformation (including fake news) and conspiracy theories.
Contact is about the risk of harm young people may face when interacting with other users online. This includes things like peer-to-peer pressure or seeing inappropriate commercial advertising. Sometimes adults pose as children or young adults with the intention of grooming or exploiting a child or young person for sexual, criminal, financial or other purposes.
Conduct means the way people behave online. Some online behaviour can increase the likelihood, or even cause, harm - for example, online bullying. Conduct also includes things like sharing or receiving nudes and semi-nude images and viewing or sending pornography.

Commerce is about the risk from things like online gambling, inappropriate advertising, phishing or financial scams. Children and young people may be exposed to these risks directly. Schools should also consider how the risk from commerce applies to staff.
Roles and Responsibilities
The Headteacher and Proprietor have ultimate responsibility to ensure that this policy and its practices become embedded and are monitored.  
The named Online Safety Coordinator in our school is Dave Butcher who has been designated this role as a member of the senior leadership team.  All members of the school community have been made aware of who holds this post.  It is the role of the Online Safety coordinator to keep abreast of current issues and guidance through organisations such as OFSTED, CEOP (Child Exploitation and Online Protection), UKCCIS, and Childnet.  Online Safety is taught in daily PSHE lessons and weekly SHRE lessons by Cheryl Power the (Head Teacher) and other teachers, respectively.   Smoothwall is the IT software that, secures the hardware  for appropriate filters and monitoring. They will have access to the hardware which identifies when inappropriate sites and information have been accessed. It is the DSL role in this area to have oversight and take appropriate actions when needed. It is also the DSL responsibility for the dissemination of this information.
Senior Management and the Proprietor( Rebecca Lewis) are updated by the Head of Care and Welfare/ Online Safety Coordinator and have an understanding of the issues and strategies at our school in relation to local and national guidelines and advice.

This policy (supported by the school’s acceptable use agreements for staff, Proprietor, visitors and students - see Appendix C), is to protect the interests and safety of the whole school community.  It is linked to the following mandatory school policies: child protection, health and safety, home–school agreements, and student behaviour/discipline policy (including the anti-bullying policy) and is particularly relevant to PHSE and SHRE curricular.                                      

Skills/ awareness development for staff
· Our staff receive regular information and training on Online Safety issues in the form of annual, certificated Online Safety training (mostly delivered as an on-line accredited training program) , annual safeguarding training at the beginning of each new academic year and via regular staff meetings and in-house CPD opportunities. This is recorded on the Online Safety Training Log (Appendix H)
· Details of the ongoing staff training programme are available from the headteacher. 
· New staff receive information on the school’s acceptable use policy as part of their induction.  
· All staff have been made aware of their individual responsibilities relating to the safeguarding of children within the school context  and know what to do in the event of misuse of technology by any member of the school community (see attached flowcharts Appendix A & B .)  
· All staff are expected to incorporate activities and awareness within the Computing, PSHE and SHRE curriculum areas. 

Managing the school Online Safety messages

· We endeavour to embed messages across the curriculum whenever the Internet and / or related technologies are used. This is particularly reinforced in daily group ‘Newstimes’ (group PSHE sessions) and SHRE lessons in relation to cyber-bullying and to grooming.  

· As a minimum requirement Online Safety will be revisited with the students as a ‘topic’ for awareness raising and discussion on a termly basis.   In practice Online Safety will be addressed much more frequently than this with significant attention at times when there are Online Safety concerns within school and/or in the local community (students’ homes; local press etc.)
· Posters will be displayed around the school building and where possible located near to computer work stations. 

· The Care Manager will teach students about Online Safety during personalised 1:1 RSHE/PSHE weekly sessions. 

· There will be targeted Online Safety ‘News time’ sessions for all students each year during Online Safety week and regularly at other times throughout the year as need arises. 

Resources

All students have their own encrypted laptop computer and memory pen upon which they can store their on-going work. Teaching staff also have their own encrypted laptop computer (which is password protected) upon which they can store their lesson plans and assessments. Students are not allowed access to staff computers. Members of staff are not allowed to take computers (or memory sticks) containing student personal information off-site. All computers are stored behind two locked doors when the school is closed, and when the school is in use, they are stored in the staffrooms. 

On student laptops, access to the internet is guarded by a password, known only to members of staff. This means that the students cannot access the computer and the internet without a member of staff giving their approval and support. All computers to which the students have access are made child-safe in line with safety requirements. 
The school ensures that there are adequate child-safe and age-appropriate filters from both the internet provider and on individual computers.  The school uses several security devices to protect against (1) students’ misuse of the computers; (2) virus attacks and (3) the illicit connection to external unprotected hardware and software devices. This software is called Smoothwall. 
The internet is provided by wireless hubs stored in the offices of each department. Office computers are stored in locked offices when they are not in use and are behind two locked doors when the school is closed. Office computers containing sensitive details of individual children and their families are encrypted and password protected. 

Staff are not allowed to store their own personal programs, internet links, emails or Facebook communications on school computers or to access these during the school working day. 

Mobile telephones

Most usually, staff cannot carry their mobile telephones with them during the school day;  they must seek permission from the SMT to carry their phone with them if they expecting a call of some emergency. In an emergency, staff must have their phones on vibrate only.  They cannot use their mobile telephones in front of students and should seek permission to temporarily hand over their duties to another member of staff, so they can go to the staffroom to take the emergency call. 
Students may bring mobile phones into school with them, but they must hand them into their teachers on arrival at the school. Parents/ careers are advised that mobile phones will be appropriately secured in this way during the school day to prevent students from accessing inappropriate sites on the internet. Students are not allowed to make phone calls on their mobile phones during the school day, but may request to use a school telephone if they wish to contact home or any family support services (e.g. Social Worker; Child-Line etc). 
Digital cameras and I Pads 
Teachers will have access to a digital camera/I Pad capable of taking still photographs Neither staff nor students are allowed to take photographs of students using their personal mobile phones or cameras without specific consent both from the student and written consent from their parents/careers. When using school cameras/I pads , all photographs should be downloaded onto a school computer before the end of the school day and can only be printed and/or used within the context of the school. School cameras/I pads  are not normally taken off site in the evening or at the weekend, unless in the course of school duties (e.g. residential field trips; evening curriculum enrichment events). 
Other electronic devices

Students are not allowed to bring into school any other electronic devices such as an iPad.
Social media sites

Students are not allowed on social media sites other than as part of a lesson (e.g. an English lesson when a student may be asked to email a company to complain about a faulty item purchased). Parents/ carers are advised to supervise carefully their child’s access to social media sites and to ensure that the appropriate age-related blocks are in place.  The school’s IT technician will offer parents help and support in the installation of appropriate security blocks on home devices and parents are reminded regularly about their responsibilities for keeping children safe when on the internet.
Students are taught about the dangers of cyber-bullying and exploitation through social media sites as part of their RSHE and computing  lessons. They are taught what to do if they fall victim to cyber-abuse and how to report concerns. Parents/ careers are asked to report to school any issues at home and school discourages students from social networking with each other outside of school, since the students in our care often lack social skills and empathy.  

ICT in the Curriculum
Computing and online resources are used across the curriculum.  We believe it is essential for guidance to be given to the students on a regular and meaningful basis. Computing is embedded within our curriculum and we continually look for new opportunities to promote the use of computers to enhance and enrich learning. 

All students are taught how to use a computer and the internet as part of their Computing lessons and ICT (in a broader sense) is also integrated across the curriculum as part of other subject lessons/ activities, for example the use of digital cameras in Art lessons. (see ICT targets in each student’s Individual Education and Care Plan). 

Each student receives approximately 90 minutes of ICT teaching each week. During Key Stage 4, students will be offered either a GCSE Pathway or a Functional Skills Pathway to continue their education in this core area 

of learning.. In school the students learn about all social networking sites, how to use them and keep themselves safe. 
The Internet includes a wide range of communication and networking tools & sites.  Children need to be educated about appropriate ways of communicating and about the risks of making personal information too easily available. However, it is important to recognise that there are issues regarding the appropriateness of some content, contact, culture and commercialism.  To this end, we encourage our students to think carefully about the way that information can be added and removed by all users, including themselves, from these sites.

Many existing mobile technologies (such as portable media players, gaming devices, Smart phones, etc) are familiar to children outside of school and have the potential to provide opportunities for school to offer out-of-school hours learning links with homework and personalised support, advice and information to students and their parents/careers.  Whilst this can promote benefits in collaboration, it also creates risks associated with misuse, inappropriate communications, etc.  Emerging technologies will be examined for educational benefit and risk assessed before use of such personal devices are exploited by the school.  Currently, our school chooses to manage the use of these devices by ensuring that school-home communications are always channeled through parents/careers and that there is no direct communication between a child outside of school and school staff, unless in an emergency safeguarding situation.  All other home-school communications are in the public domain.
The use of email within most schools is an essential means of communication for both staff and students.  In the context of school, email should not be considered private.  Educationally, email can offer significant benefits including; direct written contact between schools on different projects, be they staff based or student based, within school or international.  We recognise that students need to understand how to style an email in relation to their age and be aware of what constitutes good ‘netiquette’.  In order to achieve Computing Level 4 or above within the National Curriculum, students must have experienced sending and receiving emails.

We ensure that:

· The school provides opportunities within a range of curriculum areas to teach about Online Safety.  
· Educating students on the dangers of technologies that may be encountered outside school is done informally when opportunities arise and as part of the curriculum.

· Students are aware of the relevant legislation when using the Internet such as data protection and intellectual property which may limit what they want to do, but also serves to protect them.

· Students are taught about copyright and respecting other people’s information, images, etc through discussion, modelling and activities.
· Students are aware of the impact of online bullying and know how to seek help if they are affected by these issues.  Students are also aware of where to seek advice or help if they experience problems when using the Internet and related technologies; i.e. parent/ career, teacher/ trusted staff member, or organisations such as Childline/ CEOP report abuse button.
· Students are taught to critically evaluate materials and learn good searching skills through cross curricular teacher models, discussions and via the Computing curriculum. PSHE & RSHE lessons provide the opportunity to discuss issues relating to cyber-bullying and Internet grooming (e.g. through respect for others and appropriate/ positive relationships). These lessons can equip students with the knowledge to keep safe from harm. 
· Within PSHE and ICT lessons Cyberbullying is addressed and if there are any instances of Cyberbullying within our school these are dealt with in line with our Anti bullying policy.
Acceptable use of ICT: staff

· Always supervise closely a student’s activities on the computer.  Watch carefully for ‘hidden’ pages and ‘background’ communications.  Be aware that many internet gaming sites also give access to social communication networks as an integral part of the game.

· Make sure that students are not accessing age-inappropriate sites and games (including some shopping and music sites), especially when engaged in their free-surf times.

· Only store school information on school computers – do not store sensitive information about individual children on a personal computer and NEVER store photographs of students on your own computer, cameras or mobile phones.

· NEVER engage in communications with students outside of school and never send personal information to a student’s computer, mobile phone or other ICT device.  Make sure that students do not know your own social networking activities and cannot access your personal communication networks.  If a student tries to contact, you – do not respond – speak to them about the inappropriateness of this when you next see them in school.  This rule is also a good one to follow for ex-students, even when they are over 18 years of age.  KEEP ALL YOUR RELATIONSHIPS WITH STUDENTS (INCLUDING EX-STUDENTS) OF A PROFESSIONAL NATURE.

· Even encrypted school computers should not leave school site, without the specific consent of a senior manager.

· Staff should make sure that their computer (and that of their students are stored safely at the end of each day and that any protective passwords are confidential.

· Staff understand that it is highly inappropriate to use social media sites and other personal communication tools to communicate with students and / or parents/ carers (eg: Facebook, Twitter, X, email etc).  Staff may find that email (or texting) is an efficient way to communicate with some parents but should always ensure that these communications are entirely professional, with no reference to personal activities or relationships.  When staff use email or text to contact a student’s parents/careers, they should always keep a copy of significant communications for at least 6 weeks.  Staff should not email or text a student outside of school. 

· Staff understand that it may be considered a disciplinary offence if they mention on social networking sites issues concerning students / parents/ careers / other staff associated with the school.
· Students may use their own technology devices for educational purposes (e.g. homework; project work, cameras taken on education trips), as mutually agreed with the Headteacher/SLT.  The device user, in this instance, must always ask the prior permission of the bill payer.

· The school is not responsible for the loss, damage or theft of any personal mobile ICT device.

· The sending of inappropriate text messages between any members of the school community is not allowed.

· Permission must be sought before any image, video or sound recordings are made on the devices of any member of the school community. 

· Capturing images & video is not allowed by staff unless on school equipment and for educational purposes.  In exceptional circumstances, when the use of other recording devices is necessary, there should always be the explicit written consent of both student and parent and the agreement of the school’s SLT.
· Users bringing personal devices into school must ensure there is no inappropriate or illegal content on the device.

· The school gives all staff a secure, individual email account to use for all school business. This is to minimise the risk of receiving unsolicited or malicious emails and that of personal profile information being revealed.  

· It is the responsibility of each account holder to keep their password secure.  For the safety and security of users and recipients, all email is filtered and logged; so necessary email histories can be traced.  Staff school email accounts should be used for all school business.   

· Under no circumstances should staff contact students, parents/ careers or conduct any school business using personal email addresses.

· Emails sent to external organisations should be written carefully before sending, in the same way as a letter written on school headed paper.  

· Staff sending emails to external organisations, parents/ carers or students are advised to cc. the Headteacher, or other member of the SLT.

· The forwarding of chain letters is not permitted in school.  

· All email users are expected to adhere to the generally accepted rules of network etiquette (netiquette) particularly in relation to the use of appropriate language and not revealing any personal details about themselves or others in email communication, or arrange to meet anyone without specific permission. 

· Staff must inform (the Online Safety Coordinator/ SLT) if they receive an offensive email.

· With the written consent of parents/ carers (on behalf of students) and staff, the school permits the appropriate taking of images / video by staff and students with school equipment.  Displays of these images should not also contain names, ages, dates of birth etc.
· Staff are not normally permitted to use personal devices, (eg: mobile phones and cameras), to record images of students, this includes when on field trips.   However, with the express permission of the Headteacher/SLT, images can be taken provided they are transferred immediately (before the end of the school day) onto a school computer and are deleted from the mobile device. This process of deletion must be observed by the IT technician.
· Password security is essential for staff, particularly as they are able to access and use student data.  Staff are expected to have secure passwords which are not shared with anyone. Staff are regularly reminded of the need for password security.

· All users read and sign an Acceptable Use Agreement to demonstrate that they have understood the school’s policy (see appendix C). 

· Users are provided with an individual laptop password, email and username.  
· If a user thinks their password may have been compromised or someone else has become aware of their password they are expected to report this to the On line Safety Co Ordinator , and to the Data Protection Officer, who must pass this to the Information Commissioners Office within 72 hrs.  

· Staff should use “strong” passwords for all school related accounts:  
eg: 1cw2g2FitS!  = I can’t wait to go to France in the Summer!.
· All data protection passwords should be 10+ digits long and should contain a mixture of uppercase, lowercase, numbers and other characters.

· The accessing and appropriate use of school data is something that the school takes very seriously.   
Acceptable use of ICT: Students should:
· Treat school ICT equipment with respect and not attempt to use equipment without the agreement, support and supervision of a member of staff.

· Hand in their mobile phones and other electronic devices to their keyworker on arrival at school. These items will be returned at home-time.

· Never attempt to engage in social networking whilst at school, unless at the specific request of a teacher and as part of a lesson.

· Never attempt to access age-inappropriate games, sites or materials using a school computer

· Report to their teachers any concerns about communications outside of school that might be high risk or damaging.

· Avoid engaging in communications with other students outside of school, unless with the explicit consent and supervision of their parents/ carers.

· Engage in the Online Safety lessons delivered at school and comply with the recommendations and restrictions designed for their safety.

· Never use school ICT equipment as a tool for bullying (including ‘teasing’), abuse or intimidation.

· Older students should be aware of age-related expectations and security – and avoid engaging younger, less able students in communications or activities not appropriate for their use.

· At present, the school denies access to social networking sites to students within school.

· All students are advised to be cautious about the information given by others on sites, for example users not being who they say they are.

· Students are taught to avoid placing images of themselves (or details within images that could give background information) on social networking sites and to consider the appropriateness of any images they post, due to the difficulty of removing an image once online.  All students are taught about how to remove images from internet sites and learn about the ‘right to be forgotten’.
· Students are always reminded to avoid giving out personal details on such sites which may identify them or where they are (full name, address, mobile/ home phone numbers, school details, email address, specific hobbies/ interests).

· Our students are advised to set and maintain profiles on such sites to maximum privacy and deny access to unknown individuals.

· Students are encouraged to be wary about publishing specific and detailed private thoughts online.

· Students are asked to report any incidents of bullying to the school.

· Capturing images & video is not allowed by students unless on school equipment and for educational purposes.

· Users bringing personal devices into school must ensure there is no inappropriate or illegal content on the device and must check with the Online safety Coordinator before connecting these to school devices.
· Students must immediately tell a teacher/ trusted adult if they receive an offensive message and keep the offending message(s) as evidence. 
· Permission is given on the Consent for Photos form in appendix G.

Designated person/s for Online Safety are:
Cheryl Power (Headteacher) 
Dave Butcher (updates) 
Teachers are responsible for recording any incidents of breaches to acceptable use policies in a student’s significant incidents book.  

STAFF MUST ALSO ENSURE THAT BREACHES OF DATA PROTECTION ARE REPORTED IMMEDIATELY TO THE DATA PROTECTION OFFICER, so that this can be referred to The Information Commissioners Office within 72 hours of the security breach.
The designated Online Safety officer is responsible for keeping an audit of Online safety breaches in school and tracking these.
THE DATA PROTECTION OFFICER IS RESPONSIBLE FOR REFERRING DATA SECURITY BREACHES TO THE INFORMATION COMMISSIONERS’ OFFICE WITHIN 72 HOURS OF THE SECURITY BREACH.

In line with Keeping Children Safe in Education, Sept 2024, additional strategies to those mentioned above were implemented from the beginning of the academic year 2024-25:

· A termly Online safety flier for parents, helping them to better understand the current Online Safety issues that are affecting our school and our students – with advice as to how they can help to monitor and minimise these risks.
· School to maintain appropriate safeguards in relation to: 
· Filtering and monitoring information and sites stored electronically and the DSL role in this area, including the dissemination of information. 

· Filtering and monitoring information and sites and Proprietor /Advisory Board training in this area 

· The risks to children both Online and Offline
By:

· The logging and reporting of every Online Safety incident picked up by the school, whether this incident happened in school (e.g. accessing an inappropriate internet site) or at home (watching an age-inappropriate video or playing an age-inappropriate computer game): 

(1) Teacher records incident in a student’s significant incident book 

      and highlights when this was reported to the DSL and when the DSL
      reported this to Safeguarding and/or Social Care   

and   

(2)  IT technician keeps a tracking log of the videos/games/sites that
 have been inappropriately accessed.  This data can then be         collated and anonymously reported back to parents/carers alerting them to these risks in the termly Online Safety flier. This is logged on the Online Safety Log (appendix F)
· Online safety student risk assessments: identification of the specific vulnerabilities (including the generic addiction to digital technologies) of each student with regard to internet use – identifying measures put in place by the school to help the student better manage these risks.

· The school is now responsible for the on-line activities of students whilst they are on school site, even if this is a student using a mobile phone illicitly etc.   All internet capable technologies brought into school by students to be removed at the beginning of each day (especially mobile phones).  It is no longer sufficient to tell a student to keep it turned off in their pocket or bag.

· Internet Safety to be a standing item on the weekly staff meeting agenda – when staff can raise concerns about risky on-line activities and increase and share awareness of popular apps and games.

· Log of training: for staff, students and parents/carers.  Once a year safety training is no longer enough. (Appendix H)
Refer: National On-line Safety  Tele: 0800 368 8061 for help, advice, guidance and information.

Parents/ carers:  

We believe that it is essential for parents/ careers to be fully involved with promoting Online Safety both in and outside of school while appreciating the benefits provided by technologies generally.   We regularly consult and discuss with parents/ carers and seek to promote a wide understanding about the link between technology and safeguarding. 

· Parents/ carers are asked to read through and sign acceptable use agreements on behalf and with their child on admission to school. (appendix E)
Parents/ carers are required to make a decision as to whether they consent to images of their child being taken/ used in the following ways:

On the school web site and…
· in the school prospectus and other printed publications that the school may produce for promotional purposes

· recorded/ transmitted on a video or webcam

· in display material that may be used in the school’s communal areas

· in display material that may be used in external areas, i.e. exhibition at a local shopping precinct promoting the school

· general media appearances, e.g. local/ national media/ press releases sent to the press highlighting an activity (sent using traditional methods or electronically)

· The school disseminates information where appropriate to parents/
          carers relating to Online Safety in the form of: 

· Information and celebration evenings

· Posters

· Website

· Newsletter items

· Letters home
· Half-termly reports

· Online Safety termly fliers

Students’ names will not be published alongside their image and vice versa.  Postal addresses of students will not be published.  Students’ full names will not be published and shared with other parents/carers or members of the community. 
Parents/ carers will always be informed of any Online Safety concerns raised by a child in school and are requested to secure Online Safety in the home. 

Parents/ carers are reminded (often!) by teaching staff to supervise their child’s use of internet linked electronic devices and to ensure that appropriate child-safe blocks are in place.

Parents/ carers are also reminded to monitor carefully their child’s access to games and video footage which is age-inappropriate and to prevent access, even when older children/adults in the home are using them.  The school reminds parents/ carers that to fail to do so, is a Child Protection issue.  School will report incidents of cyber-abuse through neglect as well as intentional harm.  

Parents/ carers are asked to report to their child’s teacher in school any Online Safety incidents at home so that school can support parents/ carers in securing firm boundaries for safe usage, including information about CEOP and the “Report Abuse” button.

Parental consent letter is in appendix E. 
Managing the Internet

The Internet is an open communication medium, available to all, at all times.  Anyone can view information, send messages, discuss ideas and publish material which makes it both an invaluable resource for education, business and social interaction, as well as a potential risk to young and vulnerable people.  
· In our school students are not allowed unsupervised access to the Internet.

· Staff will preview any recommended sites before use with students.

· All users must observe software copyright at all times.  It is illegal to copy or distribute school software or illegal software from other sources.

· All users must observe copyright of materials from electronic resources.

Infrastucture

· Huntingdon House School is aware of its responsibility when monitoring staff communication under current legislation and takes into account: Data Protection Act 1998 and GDPR, 2018; Keeping Children Safe in Education, 2025; The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000; Regulation of Investigatory Powers Act 2000; Human Rights Act 1998.

· Staff are aware that school-based email and Internet activity can be monitored and explored further if required. 

· If staff or students discover an unsuitable site (that has not already been identified by our school’s tracking system), the screen must be switched off/ closed and the incident reported immediately to the     Online Safety Coordinator, who will log this.  The offending URL will be reported to the school’s IT technician.
· Anti-Virus protection is provided by Linux; Smoothhwall firewall is a cloud on premise or hybrid web filtering system for Education. It guards against students’ misuse of computers and alerts our technician immediately should anyone access sites or information that may pose a risk to the safety or security of students or data in school; Smoothwall protects against the introduction of unsafe software into the school’s hardware systems preventing access by the malicious software or viruses attached to various sites or applications. 
· If there are any issues related to any of these security devices, the ICT Technician, should be informed immediately and the incident logged with the Online Safety Coordinator Dave Butcher.
Consent of adults who work at the school

· Permission to use images / video of all staff who work at the school is sought on a regular basis and a copy is located in personnel files
· Parents/ carers must seek permission to take photos / video of school events and must agree to NOT post images / video on the Internet.

· Parents/ carers are requested NOT to video school performances.  Videos are captured ONLY by school staff and are stored on a school computer. 
Webcams and CCTV 
The School currently does not use CCTV for security and safety.

· Most laptops have webcams on them, however they are only used in school for the occasional special projects (such as RSPB bird counts, which can be streamed to the web).
· Webcams in school are only ever used for specific learning purposes, (eg: monitoring the hatching of hens’ eggs). Images of children/adults are never broadcast beyond the school without specific consent.
· Webcams are only used for staff training / development with the agreement / permission of the staff/students/parents concerned.
· Misuse of a webcam by any member of the school community will result in sanctions (as listed under the ‘inappropriate materials’ section of this document)  
Video Conferencing

· Permission is sought from parents/ carers if their children are involved in video conferences between members of the school community.
· Permission is sought from parents/ carers if their children are involved in video conferences with end-points outside of the school.
· All students are supervised by a member of staff when video conferencing.
· The school keeps a record of instances of video conferences, including date, time and participants.
· Approval from the Headteacher/ Online Safety Coordinator is sought prior to all video conferences within school.
· The school conferencing equipment is not set to auto-answer and is only switched on for scheduled and approved conferences.
· No part of any video conference is recorded in any medium without the written consent of those taking part.
Additional points to consider:

· Participants in conferences offered by 3rd party organisations who may not be CRB checked.

· Conference supervisors need to be familiar with how to use the video conferencing equipment, particularly how to end a call if at any point any person taking part becomes unhappy with the content of the conference.

· The school’s Sex & Relationships Education curriculum (RSHE) provides a set of preventative tools which help safeguard students against cyber-bullying and grooming.  The school has a comprehensive SRE policy in place which includes the appropriate teaching & learning of:

a. Private and personal space

b. Appropriate / safe and inappropriate / harmful relationships

c. Consent
Artificial intelligence (AI)

Generative AI tools are now widespread and easy to access. Staff, pupils and parents/carers may be familiar with generative chatbots such as ChatGPT and Google Gemini.
The School recognises that AI has many uses to help pupils learn, but may also have the potential to be used to bully others. For example, in the form of 'deepfakes', where AI is used to create images, audio or video hoaxes that look real. This includes deepfake pornography: pornographic content created using AI to include someone’s likeness. The School will treat any use of AI to bully pupils very seriously, in line with our Anti-bullying policy.
Staff should be aware of the risks of using AI tools while they are still being developed and should carry out a risk assessment where new AI tools are being used by the school, and where existing AI tools are used in cases which may pose a risk to all individuals that may be affected by them, including, but not limited to, pupils and staff.
Misuse and Infringements

Complaints

Complaints relating to Online Safety should be made to the Online Safety Coordinator and/or Headteacher.  Incidents should be logged (see Incident Log in Appendix F) and process should be followed (see Flowcharts in Appendices A and B)
Inappropriate material

· All users are aware of the procedures for reporting accidental access to inappropriate materials. (see flowchart in Appendix B) The breach must be immediately reported to the Online Safety Coordinator. 
· Deliberate access to inappropriate materials by any user will lead to the incident being logged by the Online Safety Coordinator, and depending on the seriousness of the offence, may lead to: 

· Reporting to the Child Protection / Safeguarding Officer

· Investigation by the Headteacher / Proprietor/funding Local Authorities 

· Immediate suspension 

· Dismissal  

· Involvement of police 
Equal Opportunities
Students with additional needs

The school endeavors to work in partnership with parents/ carers to convey a consistent message to all students.  This in turn should aid the establishment and future development of the schools’ rules.

Staff are aware that some students will require additional reminders, prompts and further explanation to reinforce their existing knowledge and understanding of Online Safety issues.

Where a student has poor social understanding, careful consideration is given to group interactions when raising awareness of Online Safety.  Activities are planned to scaffold appropriate social interactions and are carefully managed and supervised for these children and young people. 

For all students with special educational needs Online Safety programmes will be designed around a personalised risk assessment that identifies each student’s specific vulnerabilities (e.g. low self-esteem; obsession; poor social skills) so that this can then inform the way that Online Safety is targeted and taught.
Writing and Reviewing this Policy

Staff and student involvement in policy creation

· Staff have been involved in making/ reviewing the policy through staff meetings and CPD sessions. 
· Students have been involved in reviewing/discussing this policy through small group discussions during ‘Newstime’/PSHE activities.

Review Procedure

There will be an on-going opportunity for staff to discuss with the Online Safety Coordinator any issue of Online Safety that concerns them. 

This policy will be timetabled for a full review every 12 months and consideration given to the implications for future whole school development planning.  

Additionally, throughout the year there will be opportunities for reflection upon policy content as Online Safety considerations are reviewed during weekly staff meetings; the writing of termly Online Safety fliers for parents and following Online Safety incidents reported to the Online Safety Coordinator and written up in the students’ significant incident books.
The policy will be amended if new technologies are adopted or Central Government changes the orders or guidance in any way.

This policy has been read, amended and approved by the staff, headteacher and Proprietor in September 2025 and is updated at the end of each academic year.
Appendix A
Illegal Activity Example Flowchart





Appendix B

Inappropriate Activity Example Flowchart
















Appendix C
Acceptable Use Agreement: 
Headteacher  Cheryl Power
 Head of Care and Welfare. Dave Butcher
Proprietor. Rebecca Lewis 
 Staff, Director and Visitor 

Acceptable Use Agreement / Code of Conduct

The school Acceptable Use Policy is designed to ensure that all staff are aware of their responsibilities when using any form of Information & Communications Technology within their professional role.  All staff are expected to sign this policy and adhere at all times to its contents.  

· I will comply with the ICT system security protocols and not disclose any passwords provided to me by the school or other related authorities. 
· I will ensure that all electronic communications with students, parents/ carers and staff are compatible with my professional role, and never via personal email / phone accounts / social networking profiles.
· I will not discuss school issues on social networking sites / web-blogs.
· I will not give out to students, my own personal contact details, such as mobile phone number and personal email address. 

· I will only use the approved, secure email system(s) for communications related to my professional role.

· I am aware that communicating with students via private email / SMS and social networking sites may be considered a disciplinary matter.

· I will ensure that personal data is kept secure and is used appropriately. I will ensure that I only take school personal data off school site in encrypted form. 

· I will not install any hardware or software without permission of the ICT technician. 

· I will not browse, download, upload or distribute any material of a pornographic, offensive, illegal or discriminatory nature.  I understand that to do so may be considered a disciplinary matter, and in some cases a criminal offence.
· Images & videos of students and/ or staff will only be taken, stored on school equipment and will only be used for professional purposes in line with school policy and with written consent of the parent, carer or staff member.  Images & video will not be distributed outside the school without the permission of the parent/ carer, member of staff or Headteacher.

· I will respect copyright and intellectual property rights.

· I will ensure that my online activity, both in school and outside school, will not bring my professional role or the school into disrepute.

· I will support and promote the school’s Online Safety policy and help students to be safe and responsible in their use of ICT and related technologies. 

User Signature

I agree to follow this code of conduct and to support the safe use of ICT throughout the school

Signature                                

        Date 
Full Name                                                        (printed)

Job title 



     Appendix D
Student Acceptable Use Agreement
 Online safety Rules

· I will only use ICT in school for school purposes. 

· I will only open/delete my own files.

· I will make sure that all ICT contact with other children and adults is responsible, polite and sensible.
· I will not deliberately look for, save or send anything that could be unpleasant or nasty.   If I accidentally find anything like this, I will tell my teacher immediately. 

· I will not arrange to meet someone unless this is part of a school project approved by my teacher and a responsible adult comes with me.

· I will be responsible for my behaviour when using ICT because I know that these rules are to keep me safe.  

· I know that my use of ICT can be checked and that my parent/ carer contacted if a member of school staff is concerned about my Online safety.   

· I will not give private details (home address, mobile number, email address etc) to people I meet online.

· I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied and my parent/ carer may be contacted.

 Appendix E
Parental Consent Letter

.  
Dear Parent/ Career

ICT including the Internet, learning platforms, email and mobile technologies have become an important part of learning in our school.   We expect all students to be safe and responsible when using any ICT.  It is essential that students are aware of Online safety and know how to stay safe when using any ICT.

Students are expected to read and discuss this agreement with their parent or carer and then to sign and follow the terms of the agreement.  Any concerns or explanation can be discussed with their Keyworker or with the Head of Education or Head of Care and Welfare
Please return the bottom section of this form to school for filing.

(
Student and Parent/ carer signature
We have discussed this document and                                             (student name) agrees to follow the Online safety rules and to support the safe and responsible use of ICT at Huntingdon House School. 
Parent/ Carer Signature 

Student Signature

Date 

Appendix F
Online safety Incident Log

Details of ALL Online safety incidents should be recorded by the Online safety Coordinator. This incident log will be monitored termly by the Headteacher. 

	Date and time
	Name of student or staff member
	Location of incident
	Details of incident
	Actions and reasons

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix G
Consent for staff regarding photos 
and images

I understand that visual material of the school and its community is a useful teaching and learning tool and can also be effective in promoting the achievements and successes of the school as a whole.

I give my consent for photographs and/or other images of me to be used for school publicity and education purposes.  I will always be informed when, where and for what purpose images of me will be used and understand that I can withdraw my consent at any point.

Signed:


Please print your name:

Role:

Date:

Appendix H
Online safety Training Log

Details of ALL Online safety training should be recorded by the Online safety Co-ordinator. This training log will be monitored annually by the Headteacher. 

	Date and location
	Staff involvement
	Training provider/s
	Details of training
	Actions arising from training

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	








                                                                                                                                                                                                                                               


Dave Butcher (Head of Care and Welfare) 


Cheryl Power (Headteacher)


Rebecca Lewis ( Proprietor)


Dave Butcher  Online Safety Co - Ordinator








                                                                                                                               





A concern is raised over potential illegal activity








Under no circumstances should any member of staff investigate if illegal activity is suspected. By doing so you may compromise and/or commit further offences.


For example, a member of staff emails you a picture that has been found on another person’s computer. The picture looks to be a young person in a state of undress or sexually provocative. You email this to your manager to ask for advice. By sending these two emails, two offences of distributing images of child abuse have been committed.





Secure and preserve all evidence and hardware





Internal action:


Inform parents/ careers.


Risk assessment.


Referral to other agencies, including Police





Yes





Report to Police


and/or 


Report to DPO and ICO if data security has been breached








Report to Police


and/or


Report to DPO and ICO if data security has been breached








No





Child protection issues?





Child





Member of staff





Who is involved?





A concern is raised over potential inappropriate activity





Who is involved?





Child





Member of staff





Child protection issues?





Child protection issues?





Yes








Yes





No





No





Report to Head Teacher, Head of  Welfare, Child Protection 


Officer and/or Data Protection Officer





Report to Head teacher, Welfare Manager, Child Protection 


Officer and/or Data Protection Officer





Report to Head teacher or Welfare Manager





Internal action:





Inform parents/ carers.


Risk assessment.


Counselling.


Discipline.


Referral to other agencies.





Internal Action:


Risk assessment.


Counselling.


Discipline.


Referral to other agencies.





Report to Local Safeguarding Board and police (if appropriate)


Data security breach: DPO reports to ICO within 72 hrs








Report to Local Safeguarding Board and police (if appropriate)


Data security breach: DPO reports to ICO within 72 hrs


.








 PAGE 
3

